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1 P ARBHNFER (CVE) MY TIEENDFET (Redis < 8.2.1 lua script - Integer Overflow)

2 Y ARBHDER (CVE) "YU TIFEDZET (Redis Lua Parser < 8.2.2 - Use After Free)
3 SBAENMEESNTULEEA

4 nginx 1.20.2 (CBEAIODMESSIE (CVE-2021-3618)

5 nginx 1.20.2 ([CBEXIDAESSE (CVE-2022-41741)

6 nginx 1.20.2 (CBEHIDHEEEHE (CVE-2022-41742)

7 nginx 1.20.2 (CBEAIDAEESHE (CVE-2023-44487)

8 OpenSSL 3.0.22 (CEEAIMDAESSME (CVE-2026-84782)

9 Redis key-value store 6.2.24 (CBEXIDHESSE (CVE-2026-25243)

10 Redis (6379 &) M1V —RvkhS5BZXET
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BRI TEWIEWT 71U SE6HF T (Codeigniter - .env File Discovery)

BXTIEWFIEWT 71 ILBADSEEHE T (Generic Env File Disclosure)

BXTIEWFIEWT 71 ILBANSENHFE T (Laravel - Sensitive Information Disclosure)

BXTIEWFIEWT 71 ILBADSERHE T (Redis Server - Unauthenticated Access)

NEXBEHDNER (CVE) BHTIEENFET (Redis < 8.2.1 Lua Long-String Delimiter - Out-of-Bounds Read

)

NEXBHDER (CVE) RHTIEENET (Redis Lua Sandbox < 8.2.2 - Cross-User Escape)

AAENT —N—REGODTVTEA

SFRZEQHARATINTULSH\. BV TVET

AEREDKNERN D BSBEHRERAH DI EA

nginx 1.20.2 (CBERIDMESSY (CVE-2025-23419)

OpenSSL 3.0.22 (CBEMDAESSH (CVE-2026-35189)

OpenSSL 3.0.22 ([CBEFIDAESSME (CVE-2026-75805)

OpenSSL 3.0.22 (CBEMDAESS (CVE-2026-75806)

Redis key-value store 6.2.24 (CBEXIDiESEHE (CVE-2026-23631)

BRIXTEWIEVWT 71 ILBANSESHFT T (Git Configuration - Detect)

HUL CBC ARDEBEEM TLS 1.0 2 F 9 (BEAST)

CAAEHNBDEIEA

HSTS MEEESTNTULEEA

http TRI<K & https ([CERESTNZFEA

TLS1.2 TEHUEBZHAMEZRZT

Web 9 —/A—DiREBE > TULET (nginx/1.20.2)

X-Content-Type-Options M D EEFA

HUL CBC ARNDEBEEMEXEYT (LUCKY13)

a0 - BUESOESPENDEMEXET

{ERY 2026/11/10 19:08 2/18
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35 HOEBEAR TLS1.0 MERFT

36 HORESAR TLS 1.1 MEXFET

37 o EADIEHAHERHSRERH DI EA

38 BIENKEBENBRECAIBEAGH D E T (Self Signed SSL Certificate)
39 BIEOESLORE(CRIENH D ET (Weak Cipher Suites Detection)
40 BIEDBBENHREICRIEMNH D E T (Weak Cipher Suites Detection)
41 B ESEFSEBICRICEBICRGLTOIEA

EROFHEYS L

1. NRFHNEEH (CVE) HYTIEEDFET (Redis < 8.2.1 lua script - Integer Overflow)

BOM o 2iBF © www.example.co.jp:6379

FFUUEREA (ZE58)  Redis is an open source, in-memory database that persists on disk. Versions 8.2.1 and below allow

an authenticated user to use a specially crafted Lua script to cause an integer overflow and potentially lead to remote

code execution The problem exists in all versions of Redis with Lua scripting. This issue is fixed in version 8.2.2.

PBICE FEOTVBYIRE. COBRMEDZRICEFH LTS Ve AHSEFNE. F—N—DBERK(ICCDIE

BE@Rz TS0,
&% (ZEE) : Update to version 8.2.2 or later.

nuclei / CVE-2025-46817 / www.example.co.jp:6379 #IHhTRDIFZH 2026/11/10 08:01

{ER%, 2026/11/10 19:08 3/18
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2. NFRFHNFEH (CVE) KU TIIEOF T (Redis Lua Parser < 8.2.2 - Use After Free)

RO 2B www.example.co.jp:6379

SFUUVEREE (3EEB) : Redis is an open source, in-memory database that persists on disk. Versions 8.2.1 and below allow
an authenticated user to use a specially crafted Lua script to manipulate the garbage collector, trigger a use-after-free
and potentially lead to remote code execution. The problem exists in all versions of Redis with Lua scripting. This issue
is fixed in version 8.2.2. To workaround this issue without patching the redis-server executable is to prevent users

from executing Lua scripts. This can be done using ACL to restrict EVAL and EVALSHA commands.
PBRICE I FEOTUVBY I RE, CHOBFRDBESIRICEFH LTS Ve DHSKITNE. —N—DEERKICCDIE
Femzx TS0,

2% (%E8) : Upgrade to version 8.2.2 or later.

nuclei / CVE-2025-49844 / www.example.co.jp:6379 #IhTRDIFZH 2026/11/10 08:01

3. SEASHEBEShTLEEA
failed (self signed).
PR EROFABOIASE. PREEAEEELCEREL TS0,

testssl.sh / cert_chain_of _trust #HTEDI(FZH 2026/11/10 08:01

4, nginx 1.20.2 (CBAHDHEEEM: (CVE-2021-3618)

ALPACA is an application layer protocol content confusion attack, exploiting TLS servers implementing different
protocols but using compatible certificates, such as multi-domain or wildcard certificates. A MiTM attacker having
access to victim's traffic at the TCP/IP layer can redirect traffic from one subdomain to another, resulting in a valid
TLS session. This breaks the authentication of TLS and cross-protocol attacks may be possible where the behavior of
one protocol service may compromise the other at the application layer. (BRDFBTRHNSDHEIETT, OS DEFITHME
FZERDIAHBHDBZEEHTEFISEVCERHBDE T, ZDHEEIE TRGAE] ([CLTIEELY)

PBE nginx & CDIEFEHMEE S NIZARMERICEFHL T IZET L,

nvd / CVE-2021-3618 / CVE-2021-3618 #I6TRDI(F/2H 2026/11/10 09:21

{ER%, 2026/11/10 19:08 4/18
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5. nginx 1.20.2 (CBEXIDHESEME (CVE-2022-41741)

NGINX Open Source before versions 1.23.2 and 1.22.1, NGINX Open Source Subscription before versions R2 P1 and

R1 P1, and NGINX Plus before versions R27 P1 and R26 P1 have a vulnerability in the module ngx_http_mp4_module
that might allow a local attacker to corrupt NGINX worker memory, resulting in its termination or potential other
impact using a specially crafted audio or video file. The issue affects only NGINX products that are built with the
ngx_http_mp4_module, when the mp4 directive is used in the configuration file. Further, the attack is possible only if

an attacker can trigger processing of a specially crafted audio or video file with the module ngx_http_mp4_module.
(BROFRTHSDHETT,  (EXFEERTCELLLIV)

PBE nginx & COIESFHENMEEE SNTZHRBECEHL TEE L,

nvd / CVE-2022-41741 / CVE-2022-41741 #IHTEDI(FTzH 2026/11/10 09:21

6. nginx 1.20.2 (CBEMDHEEEY (CVE-2022-41742)

NGINX Open Source before versions 1.23.2 and 1.22.1, NGINX Open Source Subscription before versions R2 P1 and R1
P1, and NGINX Plus before versions R27 P1 and R26 P1 have a vulnerability in the module ngx_http_mp4_module that
might allow a local attacker to cause a worker process crash, or might result in worker process memory disclosure

by using a specially crafted audio or video file. The issue affects only NGINX products that are built with the module
ngx_http_mp4_module, when the mp4 directive is used in the configuration file. Further, the attack is possible only if

an attacker can trigger processing of a specially crafted audio or video file with the module ngx_http_mp4_module.-

(ZX(FEECTCELRETL)

PBTE ngink & COIESFHNMEEE S NIZHRBMBEICEHFL TZET L,

nvd / CVE-2022-41742 / CVE-2022-41742 #SHTREDIFzH 2026/11/10 09:21

{ER%, 2026/11/10 19:08 5/18
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7. nginx 1.20.2 (CBEXIDHESEME (CVE-2023-44487)

The HTTP/2 protocol allows a denial of service (server resource consumption) because request cancellation can reset
many streams quickly, as exploited in the wild in August through October 2023, (BRDTTHNSDHIETT, OS DET
TTMEEZRDIAHBHOBEEHTEISHEVWCERBDE T, ZDBEIE TREAE] (CLTIRETL)

PBE I nginx & COIESFHENMEEE SNIZHRBEEICEHFL TEE L,

nvd / CVE-2023-44487 / CVE-2023-44487 #HTEDI(FTzH 2026/11/10 09:21

8. OpenSSL 3.0.22 (CEEHIOfassE (CVE-2026-84782)

Issue summary: The DTLS retransmission logic does not correctly handle
a handshake message write that is suspended part-way through.

The retransmitted message can be read past the message buffer and

the retransmission overwrites the internal state the suspended write
needs to resume correctly.

Impact summary: The retransmitted message can disclose a heap memory
to the peer as plaintext handshake data or cause a crash and a Denial

of Service when the read reaches an unmapped memory region.

CWE: CWE-125: Out-of-bounds Read

Description: DTLS handshake messages can be written out in multiple
fragments, and a write can suspend mid-message (returning WANT_WRITE)
if the underlying transport tempora:: (2X(FBEE TCSELLEELY)

P31 OpenSSL &, CDIEFEMEESNIZARMFICER L T ZET L,

nvd / CVE-2026-84782 / CVE-2026-84782 #ITRDI(F/zH 2026/11/10 09:57

{ER%, 2026/11/10 19:08 6/18
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0. Redis key-value store 6.2.24 (CBEHIDKEE51 (CVE-2026-25243)

Redis is an in-memory data structure store. In versions of redis-server up to 8.6.3, the RESTORE command does not
properly validate serialized values. An authenticated attacker with permission to execute RESTORE can supply a crafted
serialized payload that triggers invalid memory access and may lead to remote code execution. A workaround is to
restrict access to the RESTORE command with ACL rules. This is patched in version 8.6.3. (BRDFRTRMNSDHETT

o OS MEBATMEEZRDIAHFBEFDBEFHUTEIESHVWCEREDE T, ZOBEF MMGARE] [CLTLETW)

3 C & : Redis key-value store &. C DHESFMNMEE ST NIZRRMBR(CEFHFL T ZE L,

nvd / CVE-2026-25243 / CVE-2026-25243 #HTRDI(F/zH 2026/11/10 09:21

10. Redis (6379 &) 1Y 59 —XXvkhSRXFT
6379 BENR— LHBIVNTULT. Redis key-value store NIGE L & LTz,
PBZE ‘RedisZA VI —RY RICHTTF. IXT—RERELTIEE0,

nmap / exposed-6379 #HTEDIFZH 2026/11/10 08:01

11. RXTE>VIEVWT 7T ILBADNSHEHE T (Codeigniter - .env File Discovery)

RO ZIBAT © https:/www.example.co.jp/.env

U U\SHEA (3EE) : Codeigniter .env file was discovered.
PEIL  Web F—N—DRET. CDIT7TIVEANSTHHENLD(CLTLIZS Ve FIC/IRDT—RPRFERENNTU)
RIES5. ZNEER TSV,

nuclei / codeigniter-env / https://www.example.co.jp/.env #®HTREDI(F7zH 2026/11/10 08:01

12. BXTRVLWIEWT 71 ILHADSHESHE T (Generic Env File Disclosure)
RBDOM o IZIBAT | https:/www.example.co.jp/.env
SFUVEBEA (ZEE8) A .env file was discovered containing sensitive information like database credentials and tokens.
It should not be publicly accessible.
PBITE  Web —/A—DFEET. COIT7AIWEANSTEDHEVNELSICL TS W, FIZ/IARXT—RPEMRENNTO
RIS, ZNEEX TRV,

nuclei / generic-env / https://www.example.co.jp/.env #OHTEDI(FZH 2026/11/10 08:01

{ER%, 2026/11/10 19:08 7/18
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13. BIXTE>WIEWT 71ILHANSEESHE T (Laravel - Sensitive Information Disclosure)
RO 2B © https:/www.example.co.jp/.env
FUULEEEE (Z58) A Laravel .env file was discovered, which stores sensitive information like database credentials
and tokens. It should not be publicly accessible.
PBFCE I Web T—/N—DBRET. COIT7TIEANSHENEVNKDICL TSV, FIT/IIXT—RPEAEHANTU
g5, ENEERX TR L,

nuclei / laravel-env / https://www.example.co.jp/.env  #IHTREDI(FZH 2026/11/10 08:01

14. BRXTRWIEWIT 71ILBIANSEEHE T (Redis Server - Unauthenticated Access)

BDOh o5 © www.example.co.jp:6379

S£UU\EHBE (ZEE) : Redis server without any required authentication was discovered.
PEIE I Web F—N—DERET. CDIT7TIVEANSTHHENLD(CLTLIZS Ve HIC/IRDT— RPRFERENNTL)
g5, ZNEERX TSV,

nuclei / exposed-redis / www.example.co.jp:6379 #I$hTRDIFZH 2026/11/10 08:01

NRFH DGR (CVE) Y TE@>EDFT (Redis < 8.2.1 Lua Long-String Delimiter - Out-of-Bounds Read
15.
RBOM DB - www.example.co.jp:6379
£ UU\EHBE (3E8) : Redis is an open source, in-memory database that persists on disk. Versions 8.2.1 and below
allow an authenticated user to use a specially crafted LUA script to read out-of-bound data or crash the server and
subsequent denial of service. The problem exists in all versions of Redis with Lua scripting. This issue is fixed in version
8.2.2. To workaround this issue without patching the redis-server executable is to prevent users from executing Lua

scripts. This can be done using ACL to block a script by restricting both the EVAL and FUNCTION command families.
PEICE FOTVBYITRE, COBFRMEDZRICEHRL TS Ve AHSEIFNE. —N—DBERKICCDIE
BELRX TIET 0,

&% (HEE) : Update to version 8.2.2 or later.

nuclei / CVE-2025-46819 / www.example.co.jp:6379 #IshTRDIF/=H 2026/11/10 08:01

{ER%, 2026/11/10 19:08 8/18
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16. NRFHNEEH (CVE) hiYTIFE O F T (Redis Lua Sandbox < 8.2.2 - Cross-User Escape)

RO 2B www.example.co.jp:6379

SFUUVEREE (3EEB) : Redis is an open source, in-memory database that persists on disk. Versions 8.2.1 and below allow
an authenticated user to use a specially crafted Lua script to manipulate different LUA objects and potentially run
their own code in the context of another user. The problem exists in all versions of Redis with LUA scripting. This
issue is fixed in version 8.2.2. A workaround to mitigate the problem without patching the redis-server executable is
to prevent users from executing LUA scripts. This can be done using ACL to block a script by restricting both the EVAL

and FUNCTION command families.
PBRICE FEOTUVBYIRE, COFRAEILRICEFL TSV, AHSHEITNE. T—N—DEBESHICZDIE

BELZX TSV,

82 (#:EE) : Upgrade to version 8.2.2 or later.

nuclei / CVE-2025-46818 / www.example.co.jp:6379 #I$HTREDI(F=H 2026/11/10 08:01
17. SRAEAY — —REB>TUFEA
via CN only (same w/o SNI)

PRIE DY —N—RESUIAAE(CELEXTIEI L,

testssl.sh / cert_trust #I®HTEDIFIZH 2026/11/10 08:01

18. SIEAE OERRAIhTULSH, ETVTVET
expires < 30 days (29)
WBRIE L HAEEEH L TLIEE L\, Let's Encrypt HSEEEFHAEFVNTULSIHEHLDHE T,

testssl.sh / cert_expirationStatus #I® TR DI(F7zH 2026/11/10 08:01

19. SRR DR EENOH I EELRH DI EA

Neither CRL nor OCSP URI provided

V3L EROFBAERDIAEICERRSEBELT T,

testssl.sh / cert_revocation #I$HTEDIF/zH 2026/11/10 08:01

{ER%, 2026/11/10 19:08 9/18
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20. nginx 1.20.2 [CBEAIDHESSYE (CVE-2025-23419)

When multiple server blocks are configured to share the same IP address and port, an attacker can use session
resumption to bypass client certificate authentication requirements on these servers. This vulnerability arises

when TLS Session Tickets https://nginx.org/en/docs/http/ngx_http_ssl_module.html#ss|_session_ticket_key are used
and/or the SSL session cache https://nginx.org/en/docs/http/ngx_http_ssl_module.html#ssl_session_cache are used in
the default server and the default server is performing client certificate authentication.

Note: Software versions which have reached End of Technical Support (EoTS) are not evaluated. (FRDFRTRHS DHIET
T, OS DERATLMEEZRDIAHBESHDBEFHETEEISHVCERHDET, - (EXFEHECCELIZTV)

PBE nginx & COIESFHENMEEE SNTZHRBECEHL TEE L,

nvd / CVE-2025-23419 / CVE-2025-23419 #IHTRDI(FTzH 2026/11/10 09:21

21. OpenSSL 3.0.22 (CEEHMOfassE (CVE-2026-35189)

Issue summary: A certificate with many nameRelativeToCRLIssuer CRL
distribution points causes disproportionate heap growth when OpenSSL caches
X.509 extensions.

Impact summary: Receiving a crafted certificate from a malicious peer can lead
to significant memory pressure and possible Denial of Service in clients or

in servers that solicit client certificates.

CWE: CWE-770: Allocation of Resources Without Limits or Throttling
Description: A certificate or a set of certificates that fits under the limit for
size of certificates accepted from the peer (~100 KiB) can result in allocation
of several hundred MiB of resident memory on the receiving side

during a normal TLS handshake.:- (£2X(dBEE T CELIZEL)

PBHE 1 OpenSSL &, CDIEFHEMEESNIZARMBFCEHRL TSV,

nvd / CVE-2026-35189 / CVE-2026-35189 #&TRDI(F7zH 2026/11/10 09:57

{ER%, 2026/11/10 19:08 10/18
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22. OpenSSL 3.0.22 [CBEHINKESSE (CVE-2026-75805)

Issue summary: A CMP client that requests certificate revocation on the basis

of a PKCS#10 CSR may dereference a NULL pointer and terminate abnormally when
processing a crafted revocation response.

Impact summary: The NULL pointer dereference happens on a read which

leads to a crash and a Denial of Service for the affected client application.

CWE: CWE-476: NULL-pointer dereference

Description: A CMP client revoking a certificate has to tell the server which
certificate to revoke, and may do so by supplying a PKCS#10 CSR instead of the
certificate itself or its issuer name and serial number.:+ (£2X(IEE CELEETLY)

B & 1 OpenSSL &, C DEFEMMEES NITRRMEICEFH L TES L,

nvd / CVE-2026-75805 / CVE-2026-75805 #I®TRDI(F/zH 2026/11/10 09:57

23. 73 OpenSSL 3.0.22 ICBEHIDAESSY (CVE-2026-75806)

Issue summary: An established DTLS 1.2 association using an AEAD cipher suite
can be terminated by a single unauthenticated datagram whose encrypted
fragment is shorter than the mandatory explicit IV and authentication tag
overhead.

Impact summary: An attacker who can send a datagram that is routed to an
existing DTLS 1.2 association can tear that association down without knowing
any key material. This is a Denial of Service limited to the targeted
association.. (EX(FEE CCELLZTW)

PP & 1 OpenSSL &, C DIEFFENMEIES NITRRMBEICEFH L TIES L,

nvd / CVE-2026-75806 / CVE-2026-75806 #&TRDI(F7zH 2026/11/10 09:57

{ER%, 2026/11/10 19:08
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24, Redis key-value store 6.2.24 (CBEHIDKEE51 (CVE-2026-23631)

Redis is an in-memory data structure store. In all versions of redis-server with Lua scripting, an authenticated
attacker can exploit the master-replica synchronization mechanism to trigger a use-after-free on replicas where
replica-read-only is disabled or can be disabled, which may lead to remote code execution. A workaround is to
prevent users from executing Lua scripts or avoid using replicas where replica-read-only is disabled. This is patched
inversion 8.6.3. (FRODFRTHNSDHIETT, OS DEATMEEERMDAHEHDBSFUTEFESHEVCERBDET, £
DHZBEIF TRHGAE ] ([CLTLLEEW)

X3 C & : Redis key-value store &. C DIEFFMMEIESNIZRRMB(CEHL T ZT L,

nvd / CVE-2026-23631 / CVE-2026-23631 #IHTRDI(FTzH 2026/11/10 09:21

25. BXTRWIEVWIT 71ILHADS5R6HF T (Git Configuration - Detect)

RO 2B © https:/www.example.co.jp/.git/config

FUULEEEA (ZE88)  Git configuration was detected via the pattern /.git/config and log file on passed URLs.
PBITE  Web H—/A—DEET. COTF7AIWEANSTEHENELSICLTLIZEE W, FIZ/IIRT—RPEMREHNNTO
RIES. TNEER TSV,

nuclei / git-config / https://www.example.co.jp/.git/config #HTREDI(FTzH 2026/11/10 08:01

26. U\ CBC BRDIZEH TLS 1.0 T F I (BEAST)
ECDHE-RSA-AES256-SHA AES256-SHA CAMELLIA256-SHA ECDHE-RSA-AES128-SHA AES128-SHA CAMELLIA128-SHA

/ VULNERABLE -- but also supports higher protocols TLSv1.1 TLSv1.2 (likely mitigated)

PBCE TS 1.0 EEMCLTES L,

testssl.sh / BEAST_CBC_TLS1 / CVE-2011-3389 #I$hTRD(F/2H 2026/11/10 08:01

27. CAA BBOBDFEA

PEICE I CORXTVDIEABZERTLUTKVEEIER%Z. DNS O CAA SBRTHEEL TIET L,

testssl.sh / DNS_CAArecord #I$hTRDI(F/zH 2026/11/10 08:01

{ER%, 2026/11/10 19:08 12/18
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28. HSTS HEREShTLFEA
TSSO TRIC https TERI D] CEELRRADINANYVI—BRHDFEA. RIID http FEREH O IZEEBEICTELLEDTT,

P»B & Web B —/1—T Strict-Transport-Security: max-age=31536000; includeSubDomains ZiR L T2 L\,

requests / hsts-missing #®TRDI(F7cH 2026/11/10 08:01

29. EX3 http TRAK & https [CEEShTEA
http DEFXRRINB O, BENESIESNLVIRETHEODNSAEERS D E T,
¥WBIE http ADT UL R%E https (C 301 THEHELTLEE L

requests / no-https-redirect #SHTREDI(FZH 2026/11/10 08:01

30. BT TLS 1.2 CHULEBRARDER I
RSA-PSS-RSAE+SHA512 RSA-PSS-RSAE+SHA384 RSA-PSS-RSAE+SHA256 RSA+SHAS12 RSA+SHA384 RSA+SHA256
RSA+SHA224 RSA+SHA1

PBE SHA BEDHVBRAREHEMCL TIZS 0,

testssl.sh / FS_TLS12_sig_algs #®TREDI(F/zH 2026/11/10 08:01

31. B3 Web Y—/i—DIRERTE> TLE T (nginx/1.20.2)

IGBD server AW —([CRRAE TV 6. HBENZDROIEFIEEERVPLT LD ET,
PB & server AWAH—MSEREEL TLZEE L (nginx 75 server_tokens off. PHP &5 expose_php = Off) o
requests / server-version #®TRDI(FTZH 2026/11/10 08:01
32. X-Content-Type-Options Hi& D FHA
T7TILOBEOHRIC KD XOYU TRETEHSAVSI-RHED I HA.

3 & X-Content-Type-Options: nosniff &L T2 L\,

requests / xcto-missing #STRDI(FZH 2026/11/10 08:01

{ER%, 2026/11/10 19:08 13/18
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33. UL CBC HROBEEHEZET (LUCKY13)
potentially vulnerable, uses obsolete TLS CBC ciphers

P33 L CBC ARNBESEEMIC L. GCM H ChaCha20 EFE>TLEE L,

testssl.sh / LUCKY13 / CVE-2013-0169 #ITRDI(F/zH 2026/11/10 08:01

34. B3 &0 - BULIESOEISDEDRERET

offered
PB L I FExBES%E. TLS 1.2 M ECDHE+AES-GCM /ChaCha20 & TLS 1.3 Z(F (&> TL 22 L\, Mozilla MiELE
% (intermediate) MEZRTY,

testssl.sh / cipherlist #16TRDIF/ZH 2026/11/10 08:01

35. BT HLEREAN TLS 1.0 HiEXET

offered (deprecated)

PBHE I TLS1.0 EEMCL TSV, TLS1.2 E13 EIFEBHMICLE T,

testssl.sh / TLS1 #HTEDIF=H 2026/11/10 08:01

36. BT HULESEAN TLS 1.1 HiEXET

offered (deprecated)

PR L TLS1 EEMCLTLEST W, TLS1.2 £ 1.3 EFEBMLET,

testssl.sh / TLS1_1 #16hTRDI(F72H 2026/11/10 08:01

37. i kADEHAHEBSERERBDIEA
X-Frame-Options £ CSP O frame-ancestors £EUL\eo. MDY 1 LOROFP(CRRIETIV v IO ERLITITRE(CFEDN
BAREMRSDE T,

3 C & X-Frame-Options: SAMEORIGIN A\, CSP @ frame-ancestors 'self' ZIRL T 220\,

requests / clickjacking #I® TR DI(F7zH 2026/11/10 08:01
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TFaUFrEMBREE (O-RL—tY1H) ES)Y )
38. BENERILDREICRIMNHBDE T (Self Signed SSL Certificate)

ROM 2B www.example.co.jp:443

FUVEEEA (Z58) . self-signed certificates are public key certificates that are not issued by a certificate authority.
These self-signed

certificates are easy to make and do not cost money. However, they do not provide any trust value.
PEICE BEEEOREEREL. < THESNPIVARZEIEH TS L,

&% (ZE8) . Purchase or generate a proper SSL certificate for this service.

nuclei / self-signed-ssl / www.example.co.jp:443 #IhTRDIFZH 2026/11/10 08:01

39. EX) BIENEE{LNREICRITENSH D E T (Weak Cipher Suites Detection)

BDOMo/ziBAr | www.example.co.jp:443

FFUVEREA (ZE8) © A weak cipher is defined as an encryption/decryption algorithm that uses a key of insufficient
length. Using an insufficient length for a key in an encryption/decryption algorithm opens up the possibility (or
probability) that the encryption scheme could be broken.

PEIE  BEEOREERBEL. A< THRSNPIVARELEHTIZS L,

nuclei / weak-cipher-suites / www.example.co.jp:443 #$HTEDI(F=H 2026/11/10 08:01

40. BEDEEILNREICRIENH D FT (Weak Cipher Suites Detection)

BDOM>EiBFr © www.example.co.jp:443

FLUUVEEEE (Z58) © A weak cipher is defined as an encryption/decryption algorithm that uses a key of insufficient
length. Using an insufficient length for a key in an encryption/decryption algorithm opens up the possibility (or
probability) that the encryption scheme could be broken.

PRI BEEOREERBEL. A< THRSNPITVARELHTIZE UV,

nuclei / weak-cipher-suites / www.example.co.jp:443 #$HTEDIFZH 2026/11/10 08:01
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1T BRREE (I—RL— YT R) LAY
41. EFHEBICHEIZREZBHELTOIEA
No KEMs offered

PEIL BETEBVDEEA. TLS ST TSUDEHEFFC. N\1TUw REREE (X25519MLKEM768) EBMICL T

230\,

testssl.sh / FS_KEMs  #16TRDI(F72H 2026/11/10 08:01

ARRERCER (FELL 15188 - BEHD 14 1ER)
EDFTITUX—ILHE (DNS)  2026/11/10 12:51 (CHESR

O FIEEIEL SPF (FE>THLVWH—N—0DEE) hiHd

O FBREEL SPF M1 DIZ1F

O MREIEL SPF BN S DXEERBHTULEW (+all THLLY)

O FIRELL SPF MEREM -all H\ ~all

O ML DMARC (IEHW I FLDRVIDIETR) B&H 3

O FRELL DMARC MESRRIZ(F (p=none) (C7ED TLVLL)

BEDESML (https) 2026/11/1012:51 (CHEER

x [EEH» D FREOHRAMINTUOEL - ATVTULEN
xEHD AREEMEBTETIREBNED

x FEHD FHEERY-—N—-REEO>TLS

x FEEHD HUAR (SSLv2 - SSLv3 - TLS 1.0 - 1.1) HMER L0
x FEHD FULEES (RC4 - 3DES - @B ALE) HMEXEL
xHEHD AAMEMDHIEIIMEEOTULS

O MFEEL BAOBEMNEER (Heartbleed - ROBOT &) ML
O MRELL EMEEE>c&BH R (BREACH) DREICHIT S

xMEH»D APEBEERITUTIVEIABDERE (CAA) & D

Web 5 FOEARSEE 2026/11/1012:51 (CHEER

O FIREE U BofElBEaE (WAF) [CESNTF(C. Y1 ARG EZK TSR

{ERY 2026/11/10 19:08 16/18



TFaUFrEMBREE (O-RL—tY1H) FIRN )
x EREG D http TR & https (CEREINSD

x [lfEHD HIC https TEFEIESHRE (HSTS) NiH S

x BB Tr7rILOBEORNDEBREHCEENRS S

xBEHD MY bADEDIAG (KD T I LEHR) EFBHRENH S

O MREEL O ViEH (Cookie) ([CZEDHEIMTVTULSD

x AREHD Fo>TULBY T LDRERZED TULEL

EuTuadA0 (R—k) 2026/11/10 12:51 [CHESR

x fifEHD F—9R—X (MySQL - PostgreSQL - SQL Server - MongoDB 7&&) MBS B X K0
O MEEL ZBRIEOAO (VE—FFTXI WP - VNC - Telnet) BAMNSE XL

O ML BSINEVWT 7 rIUEX (FTP) - J7 T ILHEAANSREREL)

O MEEEL Y—N\—0EEO (Docker 7£E) BAMSE XL

BHINgE = (ARFBHOIEsEHEE) 2026/11/10 12:51 (CHES
x 12t NRXBHDIEEEH - BETIEVWFEVWT 71 - REDEDMREDHSEL

O MELL O VEE (VPN 8 - BEEE) HAADNSRE XLV

B IAATZRE 2026/11/10 09:57 (CHESR

O MEELZL BEDANRLELE (L. L<HIWEMESELL

HARPICE>ZED (4 )

capt (IEIERRASH D ET (MESEH 2 4) (2026/11/10 09:52)

- nginx (CIEIERRMBHD T (AEseiE 40 14) (2026/11/10 09:52)
cpere2 (CIEERBHDFY (MEsEE 8 14) (2026/11/10 09:52)

- HL) CBC ARDEESM TLS 1.0 TEX XTI (BEAST) (2026/11/1012:51)

Y—NR—NE{L

+2026/11/10 12:51 www.example.co.jp ' SEFAEMEFHTINK LT BIHAR 2026-12-09 22:44 - 2026-12-10 03:38

+2026/11/10 12:51 www.example.co.jp : 6379 EHRFULEAZT I L BIDOEZKTIEFEAL TLR— T,

+ 2026/11/10 12:51 www.example.co.jp ! IPv4 7R L XBRZENDD K LTz © @iIE 203.0.113.10 » $[E 203.0.113.10
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+ 2026/11/10 08:14 www.example.co.jp : 6379/tcp ENEUL SN F Uz : HIEIOEZK CIERAVTWER—~TT,

B (BHiCRON - eaE. HYEEREFAARLSD)

S1J3Y OpenSSL 3.0.22 ZHTCRRI
oS Debian GNU/Linux 12 12 R
(O Ubuntu 22.04.5 LTS 22.04 ZK e
H—EX Redis key-value store 6.2.24 ZHCR
H—EX nginx 1.20.2 ZI TR
EZMNAGE L EBE

X—JL& DNS DNS 28R, SPF - DMARC MEXTE (dnspython)

Es{t (TLS) GEBAE. X BESEIIN. BEAID TLS MR (testssl.sh)

Web OEZARIRE o TLBEAT. EFaVUFrAwS— Cookie (httpx (FH')

R—kEY—EZX BRLER— ESTHWSOEOR— &, BILWTUVSBY I RO (nmap)

BEMIODBESSHE - R

111
n

2 NEABEHDHESEME. EEEEPHRED 7 7TILOEL (nuclei, RFTORAIRE%ELOIEXDAH)

FAENER
T2 BEX FoORMDPREERIVCERLSBEN. ICITNELTIRE L,
B RUYNEZZSEBATNSZTN. SHEMNICHBL TS W,

AR PHERDBEHDHERTI,

CHBEENIRR

AZWE. FEXDERHDHAERLERT. 15—V MINSRXIHAZ(T=BBNDY—ILTHARZENTI, Y—
N—ORER. OJ 1 VHARELERE. FBEORNICEEDORBEETRATT, BOMNSENdZC L BFEIENTNC E
ERIETBIENDTEHDEIRA. BFOU—N—(CEEEX53RE (BRZNTIRE. MBI, #WH/IIXT—ROHET

) (FTo>TLEEA.
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